WALAILAK JOURNAL

http://wjst.wu.ac.th Engineering and Physical Sciences

Identifying IDS Agent Nodes Based on 3-Layered Key Management
Framework for MANET

Marjan KUCHAKI RAFSANJANI"*"

'Department of Information T echnology, Institute of Science and High Technology and Environmental
Science, Graduate University of Advanced Technology, Kerman, Iran
’Department of Computer Science, Shahid Bahonar University of Kerman, Kerman, Iran

(‘Corresponding author’s e-mail: kuchaki@uk.ac.ir)

Received: 31 December 2012, Revised: 5 May 2013, Accepted: 16 December 2013

Abstract

Nowadays, Mobile Ad Hoc Networks (MANETSs) have become one of the most important networks
in advanced technologies. However, MANETSs are more vulnerable than wired and wireless networks to
active and passive attacks. So, security and intrusion detection are very important in these networks. In
this paper, we have presented a method of identifying IDS agent nodes in MANET. Whereas, IDS agent
nodes due to monitoring activities in Intrusion Detection Systems (IDSs) need more battery energy than
other nodes in the network. In the first step, our method uses a 3-layered key management framework in
order to authenticate and then in the second step, nodes with higher battery power from among authorized
nodes as IDS agent nodes are considered. Therefore, with this method, some authorized nodes contribute
in monitoring activities and the network lifetime will be increased and also communication cost in the 3-
layered key management framework is less than other frameworks, thus communication performance will
be increased.

Keywords: Mobile Ad hoc Network (MANET), authentication, intrusion detection, key management,
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Introduction

Mobile Ad hoc Networks (MANETSs) have many well known applications in military tactics, law
enforcement, emergency rescue, and other security-sensitive environments. So, there is an increasing
need to develop highly secure Mobile Ad hoc Networks [1,2]. The security of MANET is a more
complicated problem than security in other networks, because of the open nature, lack of fixed
infrastructure, absence of centralized control, wireless node's mobility and change of dynamic topology.
Therefore, security is a very important issue and in order to detect intrusion in these networks, it is
necessary to identify the authentication of the participating nodes in the network [3].

Security solutions have relied on cryptography and proposed the existence of an infrastructure for
providing and managing keys, but key management in MANETs due to the lack of any central
infrastructure is a challenge [4]. In MANETS, since all nodes are able to move independently, they can be
conquered, compromised with, or stolen. So, nodes and infrastructure of the network must be prepared to
operate in non-trust situations [3]. Intrusion detection can be considered as a second line of defense for
network security, and IDS agent nodes have an important role in intrusion detection systems.

The rest of the paper is organized as follows. Intrusion detection is defined in the next section.
Then, we summarize key management and access control as well as some approaches to them in
MANET. After that,our proposed method is described, so that it includes nodes’ authentication and
identifying IDS agent nodes. In the next section, we analyze the communication cost and the energy
consumption in our method. Finally, we conclude the paper and give future research directions.
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Intrusion detection

Intrusion mainly refers to unauthorized use of system resources, which may cause deletion and
damages to system data and even such results as the system refusing to offer services to legal users.
Intrusive behaviors occur due to either illegal use of system resources by external intruders or
unauthorized use of system resources by internal intruders [5].

Intrusion Detection System (IDS) can detect and identify intrusive behaviors in a computer system
by monitoring and analyzing network packet or system audit log, and then send intrusion alerts to system
administrators in real time [6]. Intrusion detection techniques just like encryption and authentication
systems which are the first line of defense are not enough. As the system grows in complexity their
weaknesses grow causing the network security problems grow too. Intrusion detection is the second line
of defense for network security. If an intrusion is detected then an answer for preventing intrusion or
minimizing the effects can be generated. There are several assumptions for developing IDSs. In the first
assumption, user operations and the programs are visible and in the second assumption, normal and
intrusive activities in a system behave differently. So, the IDS should analyze system activities and ensure
whether or not an intrusion has occurred. Intrusion detection can be classified based on audit data which
are host or network based. A network-based IDS, receives packets from the network and analysis it. On
the other hand, host-based IDS, analyses the events taken place in application programs or the operating
systems. IDSs can be divided into 3 groups based on detection techniques; anomaly detection system,
misuse detection systems and specification based detection [7,8].

In MANET, intrusion detection and response systems should be both distributed and cooperative in
order to fulfill the needs of mobile ad hoc networks. For instance, in the architecture proposed in [9],
every node in the mobile ad hoc network participates in intrusion detection and response. Since every
node cannot trust its neighbouring nodes, it is responsible for detecting signs of intrusion locally and
independently. However, neighbouring nodes can collaboratively exchange messages in the case of an
unauthorized situation or confirmed intrusion detection [10].

Key management and access control

There are many authentication protocols for wireless networks that most of them are designed for
fixed infrastructure networks and their re-authentication procedures are slow and costly. So, these
protocols are not suitable for MANET nodes. Recently, several authentication schemes have been
presented that have reduced authentication time. However, they rely on a centralized authentication
authority inside the network, that MANETS are lack of these control centers. Protocols for authentication
without a centralized Certificate Authority (CA) and fast re-authentication have been proposed, but these
protocols often assume nodes are not mobile or nodes have a lot of resources [11].

Most of the access control systems depend on public key management systems. The verification of a
link between an identity and a key is established by a digital certificate. This certificate includes a public
key, an identity, and other cryptography details signed by a trusted third party. In order to be used in
applications, the certification of a public key is created by the CA. Security requirements are very
important for CAs because they can encounter many attacks.

In conventional networks, the 2 main solutions for public key management are Pretty Good Privacy
(PGP) [12] and the X.509 public key infrastructure. The X.509 in comparison to PGP has a strong
hierarchy. Ad hoc networks have been trying to eliminate the need for a centralized CA in key
management methods. In the first method, there is one CA with distributing parts of the secret key on
several nodes [13].

Hubaux et al. [14] proposed a public key distribution based on a trust building scheme for Ad hoc
networks. In this scheme, there are no central certificate directories for the distribution of certificates. In
fact, Zhou and Haas [13] were the first to address public key management in the MANET, and also
applied a threshold approach to make it decentralized and robust.

PGP-like (PL) is one of the survival key management initiatives for MANETSs [15]. This system
handles the public key management problem and proposes a fully distributed self-organizing public key
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management infrastructure. PL is based on the PGP and each node is responsible for creating its public
and private keys. Certificates in PL are stored, distributed and managed by the nodes in a fully self-
organized manner. Joshi et al. [16] proposed a fully distributed certificate authority scheme based on
secret sharing and redundancy called Joshi’s approach (JA). URSA is a ubiquitous, decentralized, self
controlled and robust access control solution for MANETS, where no single node monopolizes the access
decision or is assumed to be completely trusted. Certifications are based on the RSA cryptosystem and on
threshold cryptography based signature [17,4].

Clustered Mobile Ad Hoc Network makes it more scalable. The MANET is clustered into 2 layers:
the gateway nodes are the first layer; the cells under each gateway node are the second layer. Many key
management schemes have been proposed based on this 2-layered virtual infrastructure. The 2-layered
key management approach is used to improve computational efficiency [18,19]. It applies a centralized
key management scheme to the cells and a distributed key management scheme to the gateway nodes to
avoid a single point of failure.

In the 2-layered virtual infrastructure for MANET, because of the locations and the connections,
many nodes are located in the first layer, and the first layer will be separated into 2 layers. Thus, the
MANET will have a 3-layered virtual infrastructure. In this case, a 3-layered key management approach
is needed. Therefore, there are four possible key management architectures for 3-layered MANET:
centralized, distributed, 2-distributed-1-centralized (DDC) and 2 centralized-1-distributed (DCC). The
centralized and distributed ones are not suitable for large MANET [20].

Sun and Yu [20] introduced the 3-layered key management architectures. The MANET nodes in the
first layer are the gateway nodes; the MANET nodes in the second layer are second layer gateway nodes
or sub-gateways and the third layer MANET nodes are called cells.

Our proposed method

Our method contains 2 steps which are described in detail below;

Detecting authorized nodes based on DCC framework

This step of our method is based on one of Sun’s frameworks. It is the 3-layered group key
management architecture [20]. With this architecture, the identity of nodes would be specified. When
MANET is initialized, the MANET group key should be generated and distributed to all nodes. The group
key management architecture that we apply for authentication is a DCC (2-centralized-1-distributed)
framework. In DCC, each gateway node in the first layer will generate and distribute a sub-group key for
the sub-gateways under its control using a centralized key management scheme. Then, the sub-gateway
will distribute this key as its cell-group key to the cells under its control. The group key for the MANET
will be calculated based on each sub-group key using a distributed key management algorithm. Thus, in
this framework, the first layer uses a distributed key management scheme, but the second and third layer
use a centralized key management scheme.

When one node connects to MANET, the group key should be refreshed to guarantee the backward
security in order that the new node cannot access information before its connection. If the connection of
the new node makes a new gateway or sub-gateway, the group key should be initiated. Otherwise, the
new node is a cell, the cell-group key should be refreshed, and then the sub-group key and the group key
should be recomputed layer by layer again.

On the other hand, when one node leaves the MANET, the group key should be changed to
guarantee the forward security in order that the left node cannot access the MANET again. Connecting
and leaving a node are different under the situation of the gateway layer and the sub-gateway layer. The
group key will either be initiated or be recomputed from the related bottom layer to the top layer singly.
When one node comes into the MANET, in spite of the network topology changing, the group key
doesn’t need to be refreshed at once. The group key refreshes periodically to make the key management
framework suitable for MANET [20]. So, nodes in the MANET are authorized nodes and they can have
access to specific applications or services in the network.
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Identifying IDS agent nodes

IDS agents set up on some nodes and contribute in intrusion detection, so that collect and analyze
all packets in the communication area. So, these nodes use the extra resources and energy. In the most of
the existing intrusion detection systems for MANETSs [9,21,22] IDS agents in order to detect intrusions
load and run on all the nodes. So, all nodes are monitoring nodes in the MANET.

Since, the battery power of the nodes in MANETS is limited, there is a need for an efficient method
of utilizing these resources to construct intrusion detection systems. The network lifetime is the time that
the first node failure happens due to a decrease in the power of the battery [23]. So, in order to improve
the network lifetime, a method in selecting IDS agent nodes is needed so that a required level of detection
intrusion in MANETs would be provided. Therefore, in the proposed method, after the nodes’
authentication step, then, from among them, the nodes which have higher battery power would be
selected as the IDS agent nodes. Consider node i, its neighbouring nodes are the ones which are placed
about one-hop from it. N' is the set of the neighbouring nodes which include the node i too, and the P; is
the remaining battery power of node i. The node i* is the IDS agent node which is searched for every
node i, according to equation (1);

i =arg manEN‘Pj (1)

In ad hoc networks, each node sends a periodically controlled packet including battery power value
of its neighbouring nodes. So, all nodes always know their neighbouring node's battery power value. Then,
each node must vote to select the IDS agent node. The node which receives at least one vote becomes an
IDS agent node and the agent sensors on the network is loaded and executed. Whenever the condition of
the connectivity changes or whenever the remaining battery power of an IDS agent node becomes lower
than the lowest battery power among the neighbouring nodes according to (2), the process of identifying an
IDS agent node must be performed again [24,25]. In (2), N is the set of neighbouring nodes of the IDS
agent node i*.

P.<min .P )
! jeN" -/
Analysis of the communication cost and energy consumption

The communication cost that we have applied in the first step of our proposed method for DCC key
initialization is CDCC-I; for node connection it is CDCC-C and for nodes leaving it is CDCC-L;

Cpec=2*N3+3N2+N1*(log, N, +1) ®)
N2
Cpecc =0*Cpeey +(1-a)(2* zPs, *log,N;, + N1*log,N, + N2+ N1) 4
il
N2
Cocer = B *CDCC—[ +(1 _ﬁ)(zpsl *10g2N3i +N1*10g2N1 + N2+ N1) 5)
i=l

In the above equations, N is the node number of the MANET. N, is the gateway nodes number (first
layer). IV, is the sub-gateway nodes number (second layer). Nj; is the cells nodes number (third layer).
and f are the possibility when nodes connect or leave the MANET and infrastructure needs to refresh. P;j;
is the nodes connection possibility to the cells. Nj; is the cells nodes number under each sub-gateway
node. When cells nodes averagely locate under the second layer sub-gateways, the key management cost
will be optimized, and also when the number of gateways is limited in a relatively small range, the DCC
key management scheme is appropriate for the 3-layered key topology [20].
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To measure the performance in the second step of our method, IDS agent nodes collect all the
packets in their communication area and analyze them in order to detect intrusions. The energy used by
an IDS agent node during an interval of A¢ is computed by (6);

E=(m's' +b')+(m's" +b")+(m’s’ +b°) + (m"s" +b") (6)

In Eq. (6), s', 5", s° and 5", respectively show the sizes of the packets in bytes in the operations of
transmission, receiving, eavesdropping, and monitoring. The m and b factors are respectively the varied
and constant energy costs for each operation, and are derived experimentally [26]. Since in this method,
IDS agent nodes are selected according to authentication, connectivity and battery power, therefore, they
change continuously. Kim et al. [24] presented a monitoring node selection scheme for intrusion
detection in a mobile ad hoc network, so that selected node as the monitoring node can be an
unauthorized node. The advantage of our method is that the IDS agent nodes are chosen among
authorized nodes [27]. On the other hand, in the most of the existing intrusion detection systems for
MANETS, an IDS agent in order to detect intrusions loads and runs on every node [9,21], but in our
method some nodes identify as IDS agent nodes.

Conclusions

In most methods of authentication and key management, there are many attacks which can target the
identity of a mobile node or the encryption key that is stored or exchanged with the protocols of
cryptography. Sun and Yu showed that when the number of gateway nodes in the first layer in MANET
keeps in a small scale, the 2-centralized-1-distributed (DCC) framework is more suitable. The 3-layered
key management architecture can attain less communication cost compared with the 2-layered ones.
Applying a centralized key management scheme for MANET is difficult due to lack of central
management. Also the distributed key management schemes are not suitable for MANET because of large
computation and communication cost. So, we applied a 3-layered key management framework (DCC) in
the first step of our method for improving authentication efficiency. On the other side, power resources
and rare computational of mobile nodes in MANETS impose heavy limitations on the functionality of an
effective intrusion detection system. Our method in the second step selects the IDS agent nodes with
largest energy power. Also we analyzed the performance of the proposed scheme theoretically. Our
method could improve intrusion detection in the area of security. In the future, we will simulate the
method and evaluate its performance to encounter some attacks and also we will consider detecting
compromised nodes in this framework before identifying IDS agent nodes.
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